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From Openness to Encryption

Susan Kozel

‘gNgxp9/QE7iQEeUyFxqSmCXD9aECExbQk]
AVocwvV]iLM79dxcRFjPchbPELE7/CoucWAW
orQ4c3VzYW4ga296ZWwgKGNheHR1emUgh
TEECGWMGCwkIBwMCBhUIAgkKCWQWAEM
g+zXI2NsmWkmp2ZLWaZMDU4g4J0TCetYl
'Wti3JaBpKbCscGZeRs5cWrPumug8vaiRhwy
KmMYX9swiF2CeYQY6ZVKNF6ING6DRSTEQ
d6KxTNhyVysUHFiZyPBDAdnxFdnRWSOUD:
QUIc17FTx7KhZ+Aw/phDYfLéxumVYCIMIE
1CKgcH1j4Po+RQ+5d+154b0Tvz6mulTLxn1h
pZIS4AP1BbOVI9PmM7vbVARIEBKPYHOGFKu
1SM1b2tZthkhOwS3h/SeveFNOTgnkBolk/2F
1+LHDI3FYFY9yeTBn/619eVO15EdAYiol+ci(
ikJcAEQEAAf4DAWISIciMTtr]jGDSHHWIK/F
luFPEmMYFiVivGOtFB8nbQ3jMRWgUDbDAMK
EN9jvleBABanrYXyPbQF]halaycl05qni37M7s
vBLRzLjztxj1 +Q222Uc+371AjRezF8flsmcCrmn
3/HryKBB/6pmacyy2QTIOHkwiyz5ATb090!
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Fig 1. Top: Flickr user wworks CC:BY.
Middle: Efva Lilja, used with permission.
Down: copyright the author




This contribution to the topic of openness is really about closure. Or if openness can be seen as clarity, then
here | will explore ambiguity. Deliberate ambiguity, arising through bodily movement.

This is a story of a clash designed to explore a tension. The clash was an experiment called Performing
Encryption where full body movement improvisation became the basis for generating a digital encryption
key. Not just a clash between dance and technologies (we've seen this creative convergence for some time
now), but rather one where improvised movement sequences were set into play with a particularly abstract
mathematical dimension of computation—randomly generated encryption algorithms. The wider tension is
between perceptibility and evasion; between physical, social and affective surveillance and possible corpore-
alities of resistance.

The Key

Let's not begin at the beginning. Let's begin in the midst of things. This is an encryption key:

Version: GnuPG v2.0.17 (GNU/Linux)
1Q0+BFYWTEEBCADBWBLYG6CQjgnsu3klmXmrBzVYu/C6ZHKPXx/hk3lg0xgNpt7XmN3gVRRA+ WUYRSgNtaMqsPECBTxzuvIKw
mxy2wiJ9P7AWTtIG2EnwbdvyeE3Fu+Zy2kdKrw/eUh3igKG81XSZ1YFKYgrZbFzvIT/VQA698Fd942pIRepyNFralYn0ASmORfpTUP
zyYEpbEHOnqs/6nTKFQKpZ6txnS /cviYELnkANN4yB6vOginD1qeKuG9Zp8+LH)glG+r/6KDF1ESYZ7sfcOuotWPM8BcgiEmC5dar2p
213HhhiWCsrjWodNjgp1Rsi+L1/FOKXM20n2Z2MXptOONyUDnMgXABEBAAH +AwWMCEIHI)E7ay YxgLGVa6vCgqi5BBQ5+A32G0mE
YJJH61at0lo00pGx75MSse4i0289SwHaaOy)N Y hz846vwqkSBeSMJWeCvBE+0d61tgRFz6e1uG5 4y stiOUIDYNrLCoKIw10Viser /PLC
UbT/v?lateGa8HaddSpfES Db /xKHzIAKEKSPS63TdzVxuDnZga /WisoQwdfYnEjQzXzbKxXxyQgsqZQkuw4xTozTzBs]sjEvE+4rrbvCX
uXMSmGiVeCfJobznG2fnFjRsrULKZba2BEGSMfeQ2Kq4RLAS8133gjCooUmuFoCLxv/UNuhYZXrXqyfL+TRAXULA /9ulwyaMmogCN
22DJdINT312Fc+70jxCeHGAPODQnxS 2EZwTRulgzfwwqYirbldh+bGzWVeYFtmHUSt4bwWEZcBZICGYECRCROSn0KiS1gx00nA WaTxy
RdvgNgxp9/QE71QEeUyFxq5mCXD9aECEXbQkIWZOub0FwgnvWUjaOVuG6ThDYgafBeLghKOORggGoFfwSyEcdky +gYSsIMS4t31C
NInAVacwvV]iLM79dxcRFjPchPgLE7/C6ucWAW/rYGDEQHPuPVthtkjQBkn /aMSC/f+ HY2ZdVAaBAVM1 UxrYhZ70QzPSTKVXM+
+x70rQ4c3VzYW4ga296ZWwgKGNhcHR1emUgYWSKIHRyYWS2Zm9ybSkgPHN 1c2FulmtvemVsQG1haChzZT6]ATgEEWECACIFAL
VWTEECGwMGCwKIBWwMCBhUIAgkKCwQWAZMBAh4BAheAAAOJEHG]svzee/2VLeQH/izys4Gt+M1WGveK] /9vkOYCOBDnsboBH1C
VOcg+zXI2ZNsmWkmp2ZLWaZMDU4g4]0TCe+Y1D/2g3d4XyaPS545E6Lg0U4btoHwaZDVCSuobftmxoWOESz EmSzM+2QKyn7ory
RdPWti3]aEpKbCscG2cRs5cWrPumugBvaiRhwy]LLZ10MnCBozYVBZyoxeSAeCSB1GIFLgtDpxLK|j3wLCqtnh10CeKG6SaCecLvS9Gmf
YWKmMMYX9swiF2CeYQY6ZVKNF6INGEDRS TBQI0BLOGYOK] AmOntIQZEInFtSnsLKIORCESHM2ES IWkicOuWOrBr/VCmAqeyt7jrqT
+{/1d6KxTNhyVysUHFI2yPBDAdnxFdnRWSOUpsLiBOXHZPfWtkBqGsOX0cOYZOIRmGxBapyxk50y27 GechwNoiDNt49We/UVzpynY
RpaQitSc17FTx7KhZ+Aw/phDYfL6xumVYGIMtEXqlApZx} 1GmehxkinopfWFrjiw911E+ujLgv]burLdSNa5LzBPSsq08Ch7s3d)SqNec
w5aCKgcH 1j4Po+RQ#5d+154b0Tv26mul TLxn1bYbUrpaGoGalmovH/CVedA74EVXBMQQEIALIDIMgz31w30KDITRda4 1 wovuGEW
JVFpZZS4AP1BBOVI9Pm7vbVARIEBKPYHOGFKUFIYm62wSjARNpXRpn+A6VqoFUcBFOZx0xeoVeGHR6¢]Ka]SbbROKIST2CKtqri4
IyftISM1b2tZthkhOwS3h/Sev6FNOTqnkBolk/2FS6{TaT0sAkR2kHIdDzrjw824)TDzBmhE2hHTUOYZ+862UAvRBaFdeH2rAkC7MX2
ie69+LHDI3FYFY9yeT8n/619eV015EdAYiol+ciQ3TPThMd+cU3NP7wzVIjFulgXatGQZqf70pCqb94x0iAcrUTYZhvtX05Ektbudbbu
EBNkJcAEQEAAfADAWISIcIMTtr]jGDSHHWIK/H]SDNgDIFA/qED GaaVulupa8KTmmpgRZTyPQCIdoBjGOrkWuv7xB2VzooupfqFLh
Np4uFPEmYFiVivGOtF88nbQ3jMRWeUDbDAMHQa0a02WiluRxVEp5WP)ZgihmQzF4MWyCHESupRpyAA68XZVunRE1WqngQM22
JE1EN9jvieBABanrYXyPbQFjhataycl05qni37M7s+56CqG+qDmgEHNINABS 0x(QclcqICEXCivapGVPNecQIMYvuN/c3NCrihs9/ilgDu
vj3vBLRzL)ztxj1+Q222Ue+371AjRezF8flsmcCmn75BS6Q4hGPVtosBhlo/Nxu8Yv+wkjiWPHclfSGemASISKC4p1 XHPHzuWOUmQH
gPP3/HryKBB/6pmacyy2QTIOHkwiyzSATb0908jFIRe04cUGLgdalfaP096xjGdlonuKgNRNOM/EcET]SyaNgmOMxBIP9slULfOg9de
AaEWLHRIEL2zAjpyVN SHnNAulFw/DQX2Q+FU413bHyRm+DOICIFVTReuekir44sTpe/BSSIFN7q 7TbvZxPUYuBBI9IPg4iL.CMeDal Jee/
pzsUTKRSHEpXmgBiL7apMOcBq5M+D2ghQw)RMKhns3R5M35i0/mLfxEsrwbU46LdsjrNib3Qz/h9xY2 TypFemxtL+y2eEtadysSLV
VY7hxaklF3CblEmoudy!Xpiqeq7yGP31dhY1K10YZXQotOcXTNQVD70adSCTiuzkjr/B30Ci0B6UVKZzMKkRr10725U+}9MVn9Adva0
/HoT/41E]Q7w3FenfsggCCYXjUct)FSoVNOQdnxGFHpxu051Y9nRUMELGuUHEboW+wpKUDy94VnD1prifPfvgRalpt2Kvri9nZWu/e
P89kOPSHQEMBBEBAgA]BQJVCEXBAhsMAACEHG]svzee/2VYIoH/IUpd TBLU 10Z7)iXgmeGOgueU07GF2 TBCWnLE73m 1dLUKNX8V
W/bLx6P3+qrTIB6MBO1bNTWvjVhOjUw+9SbAxCPjxbyclqlaMqiBXYtyeOYQpbF/ns9UH2zBzrUyQ26vXkiSSmrGQrefESpbpRPwdznH
36CthkhpNgN+10gFIMLs/ksHIpY syl WkVTHESa0PP2DSeBOhWrthuiXDW]LKTq)U3D10j0pnBztfy593xGxYBUPkSHezKpIRC5A9gRa
BhjNZcKRIPEtXLTDcVx]IVy G6bZAxQphc9BerZynl6al.qVENym2dZ5 5085 HfgYRBMX 2 mXxp7 OcjirKiyNk/I==0F3M

_zz-END PGP PRIVATE KEY, BLOCK----

It was generated by GPG software during a Performing Encryption workshop. This sort of data encryption
is available to individual users of computers and devices and counters the sense of being vulnerable to sur-
veillance by offering an affordance of unintelligibility, somewhat like “donning a pair of special personalized
decoder glasses to be able to see an otherwise scrambled image!” {Thanks to Nikita Mazurov for this effective
turn of phrase.) The block of characters shown here is somewhat scrambled, so it cannot be used to unlock
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files that | may have encrypted, but it has a poetics and a materiality that speaks of unintelligibility, or at least
something that is differently intelligible.

There is movement in this key. To explain this, | will tell the story of a conversation.

The conversation

Jay David Bolter, known for his scholarly writing on remediation, described what it was like to have
encryption software installed on his computer. Not the state of living with it once it is installed, but the act
of software installation. A specialist from the IT department at the Georgia Institute of Technology {(where
Jay works) did the installation, and during the process she asked him to move his mouse. While talking to
me some months later in the Medea Studio at Malmd University in Sweden, he moved his hand in the air as
a gestural re-enactment of what he did at that time. The act of moving the mouse had an explicit function
in the process of generating a private encryption key: The movement data helped to achieve a degree of
randomness sufficient for generating a reasonably safe key. True randomness is much harder to achieve, but
the quality of randomness required to generate a GPG key can be obtained by hand and arm movement
sustained for an interval of time lasting between 30 seconds and 5 minutes. | was struck by both the poetic
and the practical implications of physical gestures embedded in the process of generating an encryption key.
Analogies and questions sprang to mind, motivating the design of the Performing Encryption workshop:

“What if the hand and arm gestures were replaced
by full bodily improvisation?”

“Could this provide a performative dimension to
creating a personal encryption key, producing

a different relation to both the key and to the
process of encryption?”

The desire to draw encryption processes closer to the body is not just based on one person’s hand waving
in the air during a conversation. Much as | like the idea of a gesture launching a research process, thereis a
more complex grounding to this artistic research process, and there is the story of a collapse.

The AffeXity project and a surveillance crisis

AffeXity has been written about from several perspectives and remains an active trajectory in the Living
Archives research project (Kozel 2012, Kozel 2013, Kozel, Spikol and Smolicki 2014). Here is a brief account:

A collaboration initiated by screen dance artist Jeannette Ginslov and myself in 2010, it began with a
convergence of three questions: one political, one technological and one from dance. The dance question we
set for ourselves was whether it is possible to improvise (with bodies and cameras in urban locations) from
affective sensibility rather than emotional or formal impulses. The technological question was whether Aug-




mented Reality (AR) browsers running on devices such as mobile phones
and iPads could support the visual, affective, kinaesthetic and participatory
qualities we desired. The political impulse was the warning that we ignore
affective manipulations in our cities “at our peril” (Amin and Thrift 2002). A
beta version of the performance/installation, AffeXity: Passages & Tunnels
premiered in 2013 at the Re:New Festival in Copenhagen (Artists/design-
ers: Jeannette Ginslov, Daniel Spikol, Jacek Smolicki, Camilla Ryd and Susan
Kozel).

Juxtaposed with the unexpected success of AffeXity: Passages & Tunnels
was the unease [ felt with a programme of artistic research that used
mobile media to access affective data. In this instance, data is very loosely
construed as archived traces of emotional, kinaesthetic or somatic states of
one or several bodies. A flow of information is generated by bodies in mo-
tion; this becomes data once it is recorded and stored, by ourselves or by
others, either with or without our consent and awareness. No longer just
channelling affect into artistic content for the project and opening access
to archival material, | was forced to recognise the wider affective cloud per-
meating AffeXity. In short, mobile technologies felt like a beacon to inner
states, making them vulnerable to detection, tracking, recording and anal-
ysis. By whom? | couldn’t say with any specificity, but the power dynamics
were impossible to ignore, and as a long-time feminist (concerned with
agency) and phenomenologist (concerned with corporeal experience), |
found myself unwilling to peel away the last layers of unintelligibility, of
protection, existing between inner bodily states and total transparency in
the face of the ever-expanding and complexifying network of connected
devices and sensors,

Fig 2. Photo credits:
Jacek Smolicki, 2013

The Cloud and the Internet of Things
(IoT) in combination are potentially
devastating from the perspective of
embodied agency.

In terms of rearrangements of the ontological status of dance, | shifted
squarely to the position where the political and ontological complicity of
our artistic work had to be acknowledged. | realised on a somatic level that
surveillance is the dark side of archiving. At the same time, the implications
of Edward Snowden’s revelations continued to reverberate though civic
and personal realms.

Personal vulnerability loomed large.
The research was thrown into question.
So | stopped.

And the research process collapsed.
(At least for a while).

And quite soon | realised that the performativity of capture could be 59
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mirrored by a performativity of encryption. This translates into a need to be present but absent, mobile but
evasive, expressive but ambiguous. Fear, together with a desire for protection, make up the strongest affec-
tive forces in contemporary politics and point to a wider affective exploration of contemporary urban life that
was at the basis of the AffeXity project from its inception. The collapse of the research was essential to the
research process.

There remained simply the question of how to do this. How could we create performances of encryption?
Was this not just paranoia in motion?

1 began to research the history, theory and practices of encryption at the same time as trying to get a bet-
ter understanding of ambiguity. There are ironies in wanting to understand more clearly processes devoted
to a lack of clarity, but instead of thwarting me, this only fuelled a not-quite-yet-but-rapidly-developing
obsession. Suspending the practical artistic research temporarily, | pursued a conceptual and cultural route. 1
learnt how early twentieth-century literary theory and poetry were used for training WWIl and Cold War spies
to enact subterfuge and to detect when it was being used on them; | researched cryptography (stopping
once the mathematics became too complicated); | immersed myself in the political and cultural backlash
caused by Snowden’s revelations. Here, | found implications for practice and poetics, as well as politics.

Edward Snowden and Laura Poitras

“The Snowden leaks made people all over the world feel violated. We don’t know who has read our most
tender emails. It feels bad, and if we ever get used to that feeling, that would feel even worse”
(Jaron Lanier 2014)

In Edward Snowden’s famous video statement from June of 2013, produced by filmmaker Laura Poitras,
he revealed the extent of the data-snooping impacting every digitally networked being on the planet and
invoked a physical metaphor for the US National Security Agency: "The NSA targets the communications of
everyone, it ingests them by default, collects them in its system, filters them, analyses them, stores them”

Fig 3. Snowden preparing to leave his Hong Kong hotel
room. From Citizenfour by Laura Poitras (2014)




The NSA is described as a body: digesting, remembering, somatic. The metaphor for the system is bodily,
the data captured is of actions and attitudes. Both system and data are bodily performances. Yet, itis no
longer enough to state in a general way that performativity exists in many practical and metaphorical ways
across bodies and systems. Speaking with greater precision and reiterating the aforementioned claim: the
performativity of capture is mirrored by a performativity of encryption.

When Snowden addressed the SXSW conference in 2014, appearing by videoconference through seven
proxies with heavily lagged visuals and audio, he urged everyone to use encryption software: “Our networks
have been designed with surveillance in mind.”

His many videoconferenced presentations have become his own telematic performances of From Russia
with Love, calmly clarifying the extent of the mess we are in. In this one, he explains the threat of predeter-
mination, reminding us that the NSA would “figure out uses for the data down the road.” From a performance
perspective, this is future performance, not performance as a repetition of the past or revelation of the pres-
ent, but the performance of predetermination.

It is a sinister rehearsal of the future because
we participate unknowingly with little choice of
opting out.

Laura Poitras, in an interview with journalist Carole Cadwalladr, makes explicit the parallels with contem-
porary digital surveillance when each person’s Google search terms are a psychogram of their thoughts.“I'm
so careful about that,’ says Poitras, and she provides a small glimpse of her own practices: "l use different
computers for different uses!” And throughout Berlin, the city where Poitras now lives in order to obtain a
modicum of personal privacy, “there are people working on ways to fight the technology with technology;
who've devised the crypto equivalent of what, in the former German Democratic Republic, was done by turn-
ing on the radio or running the tap”What she describes are a range of digital and non-digital performances
of encryption.

Performing Encryption

At the invitation of Miska Knapek of the Open Knowledge Foundation, we decided to launch our Per-
forming Encryption workshop during Nordic Open Data week. Our celebration of openness, if you can call
it that, was to promote and perform encryption. Clearly, the intent was to create a tension in the rhetoric on
openness by staging an event in this digital cultural context which challenged some of the implicit political
assumptions around open data. This is not to say that we are the only ones in the open knowledge commu-
nity questioning and qualifying the practices and rhetoric of open data—far from it. The terrain has indeed
shifted in recent years.

We released the call through the Living Archives website, The ‘Way In; or tag line, to this area of perfor-
mance research was:

“Sometimes the best way to tackle the big
questions is obliquely, and in motion.”
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When we designed the Performing Encryption workshop, Nils Thalin and | examined the way GPG software
functioned and tried to detect fissures in the black-box-ness of it. By this, we mean the way GPG captured
movement and generated a key without revealing or opening up how movement was inserted, recorded and
transposed. We asked where we could find “moments of movement” (a classic formulation from dance impro-
visers, Blom and Chaplin 1988), either performed live or captured as data at various stages of the encryption
process. [dentifying these moments was helped by viewing the whole process as a media performance. Once
this shift was made we were able to distinguish various layers of performance: the live movement in physical
space; the sequence recorded by Kinect; the sequence translated into binary data; the key itself; plus any
external video recording of the performer’s movement within the sensing system. There are surely other
moments of movement as the data is transposed, shared and archived. Here are our notes:

Some of these performative data sets were quite open, and some were abstracted or inaccessible to us by
being embedded in the software. We were locked out of not only access to some performative representa-
tions of bodily movement, but also the full awareness that they had even existed and in what form. We had
to do some performative forensics to find the physical movement in the digital processes. Once we found the
bodily traces, we were in a position to decide what to do with them. Expose them? Archive them? Ambiguate
them? Or ignore them and let them lie quietly in the system, but this time with our knowledge. This is anoth-
er play of perceptibility and evasion beyond the generation of an encryption key: deciding when to break
open hidden processes to reveal what is actually happening to our data, followed by the decision of what
to do with this knowledge, with the result that we can perhaps exert a little more control over how we are
measured, and how we ‘matter’in the wider sense of the digital-non-digital materiality that shapes our lives.
(Kozel 2015, on measurement and ambiguity)

Archiving {(or not): How to leave traces of a process of encryption?

There was—and is—some hesitation over how to discuss, disseminate and document the activities of the
workshop. The ethics of whether or not to archive processes that led to the generation of a digital cultural
artefact to preserve privacy collided with the ethics of discussing and disseminating a mode of performance
that might have the ripple effect of encouraging encryption.

Encryption may be de-mystified and re-embodied if these practices circulate, but an encryption key that
has movement improvisation embedded within it, however obliquely, is a personal and somehow intimate
digital‘thing’

For some time following the workshop, documentation of the event consisted of the participants exchang-
ing short video sequences of the movement improvisation we performed to generate the key. We encrypted




this video and sent it to each other using GPG, decrypting it with our keys. But there was wider interest in this
performance process. The next stage of presenting and discussing the workshop occurred as a keynote for
the Dance and Somatic Practices conference in Coventry in July 2015.1 described our Performing Encryption
improvisations verbally but did not show the video of anyone’s movement. Instead, | showed my {scrambled)
encryption key. | chose not to circulate a written transcript of my talk but consented to an audio recording
(listen to it ion YouTube).

Visual representation and textual description of the workshop was first generated for this publication on
openness. It seemed appropriate for Jeannette Ginslov be the one to edit the visual material, given her work
with affect and visual media, and given her long association with the AffeXity research. Nonetheless, the
video documentation continues to generate unease around the visual representation of the encryption pro-
cesses. It was edited several times following discussions concerning degrees of visibility and ambiguity of the
various participants. The usual norms and conventions around documenting performance events (according
to which all publicity is usually considered good publicity) were quite thoroughly short-circuited.

Performing Encryption intends to open new patterns of actions, new performative responses to unprec-
edented conditions of physical, affective and data monitoring. Not content to evade by ceasing action
entirely—which clearly happened at the point during this process when the research ground to a halt and
paranoia produced immobility—the aim is to provide scope for a new range of performances, each offering a
different balance between clarity and ambiguity, openness and closure.

Thanks to Nils Thalin for performance design and opening out the GPG software using Kinect and camera
sensing; Jeannette Ginslov for a video edit of the Performing Encryption visual material that conveyed the
ambiguity of the workshop; Jay David Bolter, Miska Knapek and the Living Archives research group for ongo-
ing discussions; Inter Arts Centre for the use of the studio; Inge Gerner Nielsen, Alessandro Carboni and Temi
Odumosu for performances and discussion; and Nikita Mazurov for helpful comments.

About the author
Susan Kozel is a professor and a dancer focussing

on the convergence between between bodies and
digital technologies.
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